OPERATIONAL RISK MANAGEMENT

Aviation Applications and Examples



	The following list represents a small sampling of the types of operations in which the ORM process can be used to ensure completion of mission objectives at the minimum acceptable level of risk:



Ship Embarkation and Flyoff		Passenger Movement

Strike Planning				Air Traffic Control Procedures

Live Ordnance Strike Training		A/C Painting & Preservation

Air Space Management			Phase Maintenance Planning

Daily Flight Schedule				Fueling Operations

Premission Planning				Aircraft Washes

EOD Pouncer Operations			Safe for Flight Certification

Functional Check Flight Procedures            Fuel Cell Maintenance

FCLP Operations				Transition to new equipment

Procedures for Initiating Simulated Emergencies

Carrier Qualification/Deck Landing Qualification Procedures 

Move to new home port



How to get ORM started in your command:

Obtain some basic ORM training for unit personnel 

Publish a command policy regarding use of ORM

Incorporate ORM introductory training into command INDOC

Conduct ORM practical exercises during a safety stand down

Assign a team to apply deliberate or in-depth ORM process:	

	Any time a new or unusual operation is planned, something not covered in instructions

	During development or review of all MIs/SOPs/command instructions

	To review "problem areas" (identified by CO/XO/DH, Safety Councils, anymouse) 

	To the top high-risk tasks for each shop, as identified by the supervisor

	To the flight scheduling process

Apply Time Critical ORM and Change Analysis to:

	Preflight briefs

	Maintenance shift turnover briefs

	Other briefs addressing short-term tasking 

Reinforce ORM in the command by:

	Verifying an understanding of ORM process during qualification boards (HAC, PPC, MC, 			Plane Captain, QAR, Ordnance Certification, etc.) 

	Discussing risk assessments, decisions and controls in all briefs

�	Aviation Examples



	This section of the handbook will use various aviation-related scenarios to demonstrate time critical and deliberate ORM processes and ORM tools described in the tools section, which would be used for an in-depth ORM application.



1.  Example 1: Time Critical ORM Process



	An aircraft has just landed at its scheduled destination for over night crew rest.  The aircraft is scheduled to return to home base the next day and be turned over to another crew to participate in a special exercise.  After post-flight, on the way to quarters, the crew checks forecast weather for the next day’s departure.  The duty weather forecaster informs them that a strong front will be passing through in the morning, and he expects severe thunderstorm and tornado watches will be issued shortly.  The crew is within a few hours of  its squadron’s authorized crew duty day limit.          

 

Step 1.  Identify Hazards.  The crew identifies hazards associated with their various options.

	a.  If they stay, some hazards include:  Severe aircraft damage from being tipped over or blown into surrounding obstacles, or from debris/other aircraft being blown into the crew’s aircraft, hail damage, lightning strike, inability to fuel during the storm, delayed takeoff next day until the storm passes, jeopardizing squadron participation in exercise, probable in-flight detours next day due to expected location of front along planned route.



	b.  If they decide to take off for an alternate destination tonight to avoid the front, some hazards include:  Tired crew members, rushed preflight/planning/brief due to crew rest time constraints, darkness, unpredictable path of front making it difficult to choose a good alternate, limited choice of alternates (after operating hours), non-availability of quarters at alternate, delayed takeoff next day due to later/longer crew rest window.



Step 2.  Assess Hazards.  The crew then determines which of the above hazards are the most critical.  For option a,  the hazards with the greatest risk are the potential severe aircraft damage and the delay jeopardizing the squadron’s participation in the exercise.  For option b, the hazards with the greatest risk are the tired, rushed crew making the flight at night, combined with a limited number of available alternates in the event of poor weather or emergency (increased potential for flight mishap), and the delay jeopardizing the squadron’s participation in the exercise.



Step 3.  Make Risk Decisions.  The crew considers available control options.  They liaison with transient services personnel on base to see if hangar space is available for their aircraft until after the front passes.  They also determine if the correct tie-down chains/eyes are available.  They will ask transient line duty personnel to check on the aircraft regularly and notify them of any problems developing.  They will also ensure the aircraft is properly grounded.  Both options will result in a delayed takeoff the next day, so the Aircraft Commander will call the squadron to advise them of the estimated delay and ask their assistance in making necessary changes to the exercise schedule.  Other than extra vigilance in briefing, planning and crew coordination, the most critical option b hazards are not within the crew’s power to control.



	The Aircraft Commander later determines that although spare hangar space is not available, the aircraft can be properly secured with tie-down chains in an area of the ramp away  from other aircraft.  The crew plans to conduct a complete external inspection of the aircraft after the storm.  The crew will also ensure enroute weather and alternate courses are carefully considered in planning the next day’s flight.  The aircraft commander decides that the increased risk of a flight mishap associated with option b is unacceptable, and chooses to remain at the scheduled destination.



Step 4.  Implement Controls.  The crew taxis the aircraft to the selected ramp spot, ensures it is grounded and thoroughly secured with chains.  They coordinate with transient line personnel to do frequent checks on the aircraft during the night and provide a maintenance stand for the inspection in the morning, once the storm has passed.



Step 5.  Supervise.  The aircraft commander maintains close contact with transient personnel and monitors the situation for changes as the storm approaches.  He will follow up to ensure appropriate inspections and planning are accomplished the next day prior to flight. 



2.  Example 2: Deliberate ORM Process



	A squadron has just returned from post-deployment stand down and will have only eight months rather than the usual 12 months to prepare for the next deployment.  There is a significant turnover of personnel expected during the eight months between deployments.  The wardroom applies the deliberate ORM process during an initial workup planning session which will help them to focus on upcoming tasking and identify areas needing further in-depth analysis. 



Step 1.  Identify Hazards.

	Operational Analysis:

	Get Schedule

	Get/Integrate new personnel & A/C

	Determine Required Training

	Conduct Ground/Back in the Saddle Training

	Conduct Sim Training

	Begin Flight Training (starting with confidence-builders)

	Write/Execute schedule as planned



   Preliminary Hazard Analysis:



Hazards:							Causes:



Unrealistic sked/goals (H,M)					Compressed time

								Overcompensation



Lack of control over external inputs

to schedule (M/L,M)



Degraded crew integrity/coord (H,M/H)			High Aircrew Turnover



Degraded aircrew performance of

latecomers in training cycle (M,M/H)			High Aircrew Turnover



Inadequate Manning (M,M)					Unplanned losses



Burnout of PEPs back to back (L,M/L)			Community-wide PERSTEMPO	



Availability of SIMs and other limited

training assets (M,M/L)					Adding to previously 

								scheduled events for other sqdns



Insufficient proficiency

 (vs currency) (H,H) 						Insufficient time

								Inaccurate est of trng reqd

								Insufficient OPTAR

								Over-tasking



Distraction/Preoccupation (H,H)				Pressure to Catch up



Flight problems due to perceived

pressure re: boarding rate (H,M)				Inordinate priority 

								placed on boarding rate 

								by CAG



Effects of Increased Stress (H,L)



A/C Availability/FMC rate (M,L)				Parts shortage



Giving CAG/CO what they want to see			Overcompensation

vice real picture (ie, C-1) (H,M/L)				External pressure 



Step 2. Assess Hazards:  After hazards and causes were listed, the wardroom goes back and assesses hazards using a simple High/Medium/Low estimate for both Severity and Probability.  Severity and Probability are indicated in parenthesis (in order) after each hazard (ie, H,M indicates high severity and medium probability). 



Step 3.  Make Risk Decisions:  Beginning with the highest-risk hazards identified in step 2, the group brainstorms control options for each of the hazards.  Some of the proposed controls include:



a.  Controls for Distraction:

	- Watch each other carefully

	- Step up Human Factors Councils (& consider including mission commander from each crew and 1 or 2 JOs)

	- Conduct complete, thorough briefs

	- Emphasize aircrew coordination in ground training and SIMs

	- Conduct complete, honest debriefs

	- Ensure aircrew are maintaining a good attitude toward constructive criticism during debriefs



b.  Controls for lack of proficiency:

	- Recruiting of experienced personnel for replacements 

	- Clearly state and emphasize priorities for training (to avoid "fragmentation" and loss of focus).  Training for highest risk evolutions should have highest priority.

	- Pursue goal of proficiency vice catching up to previous training plan

	- Try to get more OPTAR  

	- Make honest assessments of squadron status and abilities



c.  Controls for Degraded crew integrity/coordination:

	- Enforce crew integrity when possible

	- Emphasize standardization

	- Institute a formal STAN Board to focus on this area

	- FAM O flights



	At this point in the turnaround cycle, the CO, XO and Department Heads feel the squadron’s tasking is achievable with an acceptable risk level.  They decide to implement numerous controls to minimize the squadron’s risk from hazards identified during the session.



Step 4.  Implement Controls.  Selected controls are assigned to the appropriate squadron personnel for implementation (ie, Admin officer to update command calendar with monthly vice quarterly Human Factors Councils and address manning concerns, Training Officer to modify Training Plan to incorporate stepped up crew coordination training and establish realistic training proficiency goals,  NATOPS Officer to establish Standardization Board and QA briefs, debriefs and other standardization issues, etc.).



Step 5.  Supervise.  Squadron CO, XO and Department Heads will monitor the squadron’s turnaround training progress, ensure the controls have been implemented and are effective, and identify further hazards as changes occur.  They incorporate a status review of the hazards and controls developed during the ORM process into the squadron’s monthly Aviation Safety Council meeting, to obtain feedback from the wardroom regarding the controls and their effectiveness.

�3.  Example 3: Flow chart, Brainstorming, "What-if" Analysis



	An F-14 aircrew is scheduled for a mission involving air refueling from an Air Force KC-135 tanker.  This crew has not refueled from the KC-135 before and wants to thoroughly review the evolution using ORM.  The crew starts with an operational analysis (OA) of the mission using a flow chart as shown below.
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	After completing the flow chart, the crew constructs a Preliminary Hazard Analysis (PHA) using brainstorming and "What-if" analysis.  Since the area of primary concern is the refueling portion, the crew focuses on this portion of the OA.  The PHA consists of hazards and causes associated with each step of the operational analysis.  For each step the crew looks for hazards to personnel, hazards to the aircraft and mission hazards (those which will otherwise jeopardize the mission).



	Hazards				Causes

	Mid-air collision w/ tanker	Navigation Inaccuracy

	Missed Rendezvous		Poor visibility

							Misinterpretation of radar return

							Incorrect comm/beacon frequencies

							Inadequate/lack of knowledge of standard procedures

							Turbulence

							Pilot error

	Mid-air collision w/ other a/c	Channelized attention on rendezvous

							Inadequate see & avoid

							Improper coordination w/ ATC

							Improper airspace reservation

	No fuel transfer			Inoperative a/c fuel transfer system

							Inoperative tanker fuel transfer system

							Incompatible probe/basket

							Failure to plug

	Fuel critical state			Location/timing of refueling



	The crew further explores some of the hazards with scenario thinking.  Sample scenarios:



	The Air Force tanker climbs above 30,000' to avoid turbulence and weather.  The tanker flies 50 knots faster than Navy tankers normally fly.  The F-14 must use intermittent after-burner to keep up with the tanker, resulting in a compressor stall on one engine.



	The Air Force boom operator has never tanked with an F-14 before.  He attempts to fly the boom to the aircraft’s probe rather than fixing the boom’s position.  The boom hits and cracks the F-14's windshield.



	After using the flow chart, brainstorming and "What-if" Analysis the crew has a thorough understanding of the potential hazards.  They will then assess the risk of these hazards, develop control options to address the identified hazards and causes, decide which controls to implement, and monitor the operation for ineffective controls or changes.



4.  Example 4: Change Analysis

	  

	An EA-6 squadron home ported at NAS Whidbey Island, which normally deploys onboard a west coast carrier, has been tasked to support a Joint/NATO land-based operation in Europe.  The squadron will fly across the US, across the Atlantic and set up camp (in tents) at a USAF base.  The squadron has only two months to plan for their transit and deployment in these new surroundings.



	First, the squadron Os, CPOs and medical personnel get together to build an operational analysis.  This is simply a list or flow chart of the major steps in the operation.  Because the operational analysis for the whole deployment would be too extensive, they will work on segments of the deployment (i.e., transit to USAF base, squadron set-up, integration into Joint/NATO forces, flight operations, etc.).  Because of the complexity of this task, the squadron assigns a different small group of experts (enlisted, CPOs & Os) to risk manage each of the segments. 



	Since the groups are limited on time, they decide to focus first on the new hazards resulting from the differences between this unique operation and their normal EA-6 carrier operations.  This is a change analysis.  Using their operational analysis as a guide, the group lists all the differences they can think of between the European deployment and normal operations.  For example, some of the following may be concerns:



	- Transit to USAF base (cross-country, trans-LANT, mode of transport for 	maintenance/supply/admin assets, circadian rhythm disturbances, foreign ATC, etc.)

	- Ground Living Conditions (transportation, food, water, medical support, personal needs, 	morale)

	- Unique aircraft operating environment (RW, traffic patterns, temps, wx, mountains, etc.)

	- Chain of command/operational tasking procedures

	- Communications/language barriers

	- Turnover procedures w/ NATO nations/other service aircraft

	- Live fire/ rules of engagement

	- Supply sources (POL, A/C parts, HAZMAT, etc)

	- Independent Maintenance Ops

	- Mishap/Disaster Preparedness



	Next, they develop a preliminary hazard analysis by considering each step of their operational analysis, combined with the identified changes in the change analysis, and listing all the hazards/causes they can come up with.  They will include hazards which are related to mission accomplishment (security, timing, supply, etc.) in addition to safety (personnel and equipment) hazards.



	The groups liaison with other commands which may have pertinent info (other EA-6 sqdn, wing, AF sqdns, Safety Center, Lessons Learned Data base, enroute stops, etc.) to ensure all the hazards have been addressed and to get lessons learned.  



	NOTE: In this scenario, since it is a complex operation, the groups should also be watching for potential adverse interaction of one activity with another (interface analysis).  For example, the ground living conditions may be adversely affected by storage of ammunition/HAZMAT.

  

	After gathering all available information, each group completes the remainder of the 5-step ORM process and will:

		(1) Compile a complete list of hazards and causes for their segment 

		(2) Assess the hazards with existing controls (based on severity and probability, using a matrix, "high/med/low" or CTRA).

		(3) Recommend additional controls to implement.

		(4) Discuss above results with CO/Department Heads to determine acceptable risk and implementation decisions.

		(5) Implement selected controls.

		(6) Monitor the effectiveness of the implemented controls and identify new hazards as the evolution progresses. 



�5.  Example 5: Analysis of Existing Data Bases, Cause and Effect Diagram, Tree Diagram



	F-14 and FA-18 aircraft are experiencing an unusually high rate of nose tire failures during catapult launches for unknown reasons.  Pieces of loose tire tread can cause engine FOD during a critical phase of flight, and presents an unacceptable level of risk.  The community needs to quickly identify the cause(s) and implement some controls to reduce the risk of this hazard.  



	The first step in researching such a problem is to gather all available data.  The HMR data bases for the F-14 and FA-18 would reveal important information and help to define the problem (i.e., How many failures are occurring?  When did they begin to occur more frequently?  Is this related to a new maintenance or supply procedure?  Do they occur only in certain squadrons or on particular carriers?)  The NALDA (Naval Aviation Logistics Data Analysis) system may also be helpful in assessing changes in mean time between failures and other maintenance indicators.



	The Cause and Effect Diagram is useful in exploring the various possible causes for this hazard.
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	The HMR and NALDA data bases may be consulted again to help prove or disprove some of the possible causes included in the Cause and Effect diagram.



�	Further analysis of particular causes might be accomplished using a tree diagram.
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	Once the causes for the hazard are fully explored, the correct controls can be implemented to lower the associated risk. 



�6.  Example 6:  STEP/MES, Interface Analysis and Failure Mode and Effect Analysis



	These tools are well-suited to complex operations consisting of numerous simultaneous activities.  Aircraft scheduled maintenance plans frequently fall into this category.  Following is a sample STEP/MES for Aircraft scheduled maintenance.
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	The Maintenance Control Chief might conduct an Interface Analysis using the STEP/MES diagram by reviewing each scheduled activity and how it might interface with other activities planned at or around the same time.  Some hazards he/she identifies include:   

		- Not enough aircraft for Fallon Det without having major planned maintenance during the det.  Possible aircraft to go are 611, 612, 613, and 615.  

		- Insufficient consumable parts for 611 and 613's 112/56/28/14/7 day inspection during detachment to Fallon.  

		- Potential shortage of turn-in parts for the 112/56/28/14/7 day inspections.



	A Failure Mode and Effect Analysis (FMEA) is also helpful in anticipating potential problems and developing contingency plans.  To apply a FMEA to a complex operation, the analyst checks each major "component" or segment of the operation, in this case, each major scheduled maintenance or operational task, and tries to anticipate how that segment might fail.  After identifying the possible failure modes, he/she evaluates the effect of those failures on the other parts of the operation and the overall impact to the mission.  One example of what would be included in the FMEA for each potential failure is provided below:



Component Description:  One of 4 planned aircraft goes down with unscheduled maintenance problem before/during Fallon det.

Failure Mode:  Wide variety of potential aircraft failures

Effects on Other Components:  Would require adjustment of remaining aircraft scheduled maintenance to meet operational requirements at Fallon (reschedule 610's ASPA, or request an extension on 616's high time engine, or reschedule 614's wire mod).

Effects on System or Operation:  Additional paperwork/coordination for waivers or possible disruption in timely accomplishment of wire modification on all squadron aircraft.

Hazard Severity: III  

Mishap Probability: B

Remarks:  Moderate Risk.  Risk of failing to accomplish essential mission training at Fallon exceeds that of adjusting scheduled maintenance.  Coordination with AIMD indicates alternate window available for 614 wire mod, if required.  Priority for schedule changes, if required, (1) move 610 ASPA, (2) move 614's wire mod, (3) extend 616 high time engine (least desirable option, due to increased risk of inflight mishaps with high time engine on this aircraft type).



	The maintenance planners now have a thorough understanding of the potential hazards from their analysis using STEP/MES, Interface Analysis and FMEA.  Next, they will assess the risk of these hazards, develop control options to address the identified hazards and causes, decide which controls to implement, and monitor the operation for ineffective controls or changes.

�7.  Example 7: Mapping, Energy Trace and Barrier Analysis, Interface Analysis 	



	A squadron is making a home port change and has been assigned a vacant portion of a hangar at their new base.  The other half of the hangar is occupied by a test squadron, which operates a variety of aircraft types.  The squadron advanced party uses a map to plan shop locations and identify potential hazards in/around the new hangar spaces.
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	Using the map of proposed shop/equipment locations, the squadron's advanced party conducts an Energy Trace and Barrier Analysis to ensure any hazardous energy sources are considered in the hangar/line layout.  

	First, all potential sources of energy in/around the hangar are identified.  

		- Electrical (60 Hz) into mechanical room

		- Electrical motor generator (converts 60 Hz to 400 Hz)

		- Pneumatic air compressor in mechanical room (pressure and noise)

		- Fire extinguishing system (AFFF, chemical agent)

		- Office heating/air-conditioning systems

		- Hangar natural gas space heaters

		- Weight limits of hangar overhead hoists (potential gravitational energy)

		- Weight limits of hangar overhead storage areas/offices 

		- Short term Hazardous Material storage in IMRL/Tool Room (chemical energy)

		- Electromagnetic radiation from duty office, maintenance control, neighbor 

		  squadron, portable line transceivers

		- Pyrotechnics (flares) for aircrew survival gear

		- Cartridge Activated Devices (CADs) for engine fire bottles, ejection seats 

		- Aircrew Escape Propulsion Systems (AEPS), ejection seat rocket motors

		- Noise and Prop/jet blast footprints from turning aircraft

		- Flight line fire extinguishers (Halon)

		- Chemical energy from aircraft wash fluids



	Next, the party traces planned and unplanned paths which the flow of energy could take from each source.  Barriers to undesired release of energy are examined for reliability and redundancy.  The advanced party identifies hazards resulting from potential barrier failures and sources of unplanned energy release.



	Some of the hazards they identify include:

		- Fire or short circuit in electrical system from overload of office outlets

		- Worn 400 Hz aircraft power cables

		- Chemical corrosion of aircraft components from activation of hangar sprinkler 

		  system

		- Inadequate office heating/air conditioning capacity

		- Natural gas leaks from hangar space heaters

		- Inadequate storage facilities in paraloft for pyrotechnics, CADs, AEPS

		- Missing/inoperative fuel/water separator



	Next, the advanced party uses interface analysis by considering each activity which will occur during daily operations in the hangar, and how that activity might interface with other activities.  Some of the hazards identified during the Interface Analysis include:

		- Fumes from tow tractor in hangar

		- Noise from aircraft support equipment (i.e., NC-8 power unit, Hydraulic Generator)

		- No identified supply delivery area/point to receive required aircraft parts

		- Inadequate telephone or intercom support

		- No office supply storage location

		- No designated area to perform corrosion control/painting

		- Food contamination from HAZMAT storage in adjacent IMRL/Tool Room

		- Scheduling conflicts for crane usage

		- Scheduling of motor generator preventative maintenance (power outage)

		- Caustic fumes from Hazardous Waste storage area

		- Inadequate length of aircraft power cords

		- Distance of hangar from nearest medical facility, squadron barracks and chow hall



	Once the advanced party has a thorough list of hazards and causes, they will complete the five-step ORM process by assessing the hazards, making risk decisions (primarily selection of control options, in this case), implementing selected control options and supervising. 	 There will undoubtedly be many changes and new hazards before the squadron arrives, so the advanced party will continue to apply the ORM process and update the initial risk assessment and controls. 		
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