DOD NFIRS 5.3.2 FREQUENTLY ASKED  QUESTIONS

Due to the overwhelming need for field support, the following is a list of FREQUENTLY ASKED QUESTIONS (FAQ) and solutions concerning the migration and use of the new DOD Fire and Emergency Service Reporting System. 

________________________________________________________________________

The Naval Safety Center (NSC) is committed to support and assist our DOD customers.  Due to limited NFIRS Staff (2)  we are unable to reply to all E-Mail and Voice Mail requests.  If your question or concern is not addressed by the group of FAQ's and we have been unable to reply to you, contact vincent.lisa@navy.mil or russell.w.miller@navy.mil and we will respond to you as soon as possible.  

_____________________________________________________________________

What DOD instructions mandate the requirement to report Fires and Fire Service Emergencies?

DODI 6055.6 DOD fire departments shall report all fire and emergency incident responses to the National Fire Incident Reporting System (NFIRS). 

DODI 6055.6 the Secretary of the Navy shall administer and maintain the NFIRS for DOD components and analyze fire and emergency services response data.

Per OPNAVINST 11320.23F, Navy mandates NSC is responsible for collection, analyzing and providing fire and emergency incident report data in accordance with DODI 6055.7-N

________________________________________________________________________

How often do I report?

Fire Departments using NFIRS 5.3.2 Client Tool in the On-Line Mode,  directly input reports to the State of DD Server located at the National Data Base. 

Navy Fire Departments using the NFIRS 5.3.2 Client Tool in the Off-Line Mode, need to send NFIRS files via E-mail attachments or 3 1/2 inch floppy disk to the NSC within 14 days of the incident. Other services comply with their respective Fire Instructions. 

Fire departments using vendor software are required to send NFIRS Files via E-mail attachments or 3 1/2 floppy disks to the NSC for processing IAW fire component instructions.

________________________________________________________________________

Does NFIRS 5.3.2 meet DOD Information Security Certification?

The Federal Emergency Management Agency  (FEMA) has developed NFIRS IAW with their Information Resources Management Policy and Procedural Directive. You can obtain a copy of this document at http://www.fema.gov/doc/library/00_firmpd.doc 
The Naval Safety Center has received  formal confirmation from the National Fire Data Division, Division Director  that NFIRS has been certified and accredited IAW the above FEMA directive.  This letter  ensures  NFIRS meets all Federal IS Security Standards and will take the place of a Systems Security Authorization Agreement (SSAA) required by DITSCAP. All Federal agency IS Security policies and procedures are based on the same directives, Public Law 100-352 (Computer Security Act of 1987), Office of Management and Budget (OMB) Circular A-130).   Accreditation Letter is attached. 

________________________________________________________________________

Does NFIRS meet the Navy and Marine Corps Intranet  (NMCI) Certification?

NSC has applied for NMCI Certification.  Each Navy and Marine Corps Command is responsible to complete the NMCI Request for Service Forms (RFS). A completed Request for Service Form is available at http://www.nmci-isf.com/transition.htm#Legacy.  This form is usually submitted through your NMCI Customer Technical Representative (CTR).  

________________________________________________________________________

What should I do if my Information Security Department will not allow me to use the NFIRS Client Tool  (NFIRS 5.3.2) until FEMA provides a Certificate of Accreditation confirmation letter?

Register in the State of DD.  Once NSC activates your account, down load the NFIRS 5.3.2 Client Tool, establish a one time User Injection in the On-Line Mode,  once User Injection is established,  report all fires and emergencies in the Off-Line Mode.  Send files to NSC BI-monthly until other wise advised by USFA. Guidance is provided at   Insert hyper link for the NFIRS Read Me.txt file.

________________________________________________________________________

How do I register for the NFIRS program?

Log on to:   www.nfirs.fema.gov.  

1. Go to the User Section, Home Page.

2. Select User Registration. 

3. For the User Name type in your Activity Name, i.e. Fort Hood, Langley AFB, NAS Pensacola. The User name must be 3 to 15 characters long. 

4.  Your State is the State of DD. 


5.   Select a Password and click Submit.  (Password must be between 8 and 15 characters 

      including one number)

6.  Wait for NSC to contact you. 

___________________________________________________________________

I  have registered for NFIRS and no one has contacted me ?

Check to make sure you have registered in the State of DD.  When this occurs, most applicants have registered in their Residing State. I.e. CA, VA, MD, NC. 

_____________________________________________________________________

Could not find ON-LINE DATABASE?

Users that are behind a firewall need to make sure that the IP Address and Port number they enter in the Configuration Tool is the same IP and Port they have set in the browser.  This allows the user to get outside the firewall.

The other information is the firewall administrator needs to make sure that they allow http traffic back through.  Depending on the way the firewall is configured, they have to add a rule to their firewall config to allow 209.3.152.40 Port 443 and all javaw.exe (this is NFIRS).

As an example, the user typed 205.109.24.3. (this has a period after the 3 in the IP, which would cause a problem trying to get through the firewall).

________________________________________________________________________

Is the Personnel or Apparatus automatically entered when I fill out the Basic Form.

No. These are Optional Fields and have to be filled in separately. 

________________________________________________________________________

Does NFIRS have a Drop Down Menu for Apparatus like DFIRS?

No. For each incident all Apparatus that responded to the emergency must be entered separately. 

_________________________________________________________________________

Can I print a hard copy of a NFIRS report?

YES.  A form based Incident report can be generated and printed, one incident at a time in either the Off-Line or On-Line Mode.  Follow the guidelines stated in the NFIRS Data Entry Tool Users Guide. Refer to Section 4.2.5 on page 23. Until policy is determined, treat document as privileged For Official Use Only. 

_______________________________________________________________________

How do I change from reporting using the On-Line Mode to the Off-Line Mode?

Open the Configuration Tool. Click on the Advanced Tab of Menu Bar. Then change the box from On Line to Off Line. Then select Save…OK.  Guidance is provided in the NFIRS README.TXT document.

_______________________________________________________________________

I forgot my Password.  What do I do?

Contact the NSC, your Password will be reset.

________________________________________________________________________

Cannot find On- Line User?

You may have Log on with a different User Name.  This field is Space and Case sensitive. You have to Log on the same way you originally registered.   i.e. FORTHOOD, or  FORT HOOD, NASWHITINGFLD or NAS WHITINGFLD,   LANGLEYAFB OR LANGLEY AFB.     

 _______________________________________________________________________

What do I have to do to add more NFIRS users in my Fire Department?

A Systems Administrator can be designated for each Fire Department. The System Administrator can create additional users and set their permissions levels. This is for your Fire Department Only.  Contact the NSC for assistance. 

________________________________________________________________________

I cannot login Off-Line.  I keep receiving User Not Found...Please Reenter message. 


The user must complete a User Injection and Remote Synchronization before being able to login Off-Line. Refer to Section 4.2.1 of the Data Entry Validation Tool Guide for instructions, or to Section 3, Off-line Database Setup, for complete details. 

________________________________________________________________________

What is the difference between Off-Line and On-Line? 


1. Off-Line means the user is entering their incidents data into a Microsoft Access 97 or Access 2000 database. 

2. On-Line means the user enters the incident data directly into the National database while connected to the internet. 

________________________________________________________________________ 







